
The Challenge

The client faced challenges in governing access risks and maintaining compliance. 
While the organization utilized SAP, SAP Identity Management (IdM), and Microsoft 
Dynamics BC for enterprise resources, they struggled with oversight of access 
risks, making it challenging to comply with external audit requirements. Previous 
engagements with Turnkey focused on implementing role-based access controls 
within one of the client’s SAP environments. While these efforts significantly 
improved access management, subsequent reviews revealed opportunities for 
further enhancement in addressing access risks. External audits also identified areas 
for attention, including refining user access levels, ensuring effective segregation of 
duties, and timely management of inactive accounts. 

In addition, the client lacked a comprehensive access risk framework to effectively 
define and manage access risks. The absence of a systematic approach to access 
risk management left the business vulnerable to security breaches and regulatory 
penalties. Recognizing these issues, the client approached Turnkey for guidance on 
strengthening its operational integrity and compliance efforts as well as the effective 
tools available to enhance their monitoring capabilities. Specifically, the retailer 
sought solutions to streamline user access reviews and establish a robust access risk 
management framework tailored to their unique business requirements.

The client’s proactive CFO emphasized the need to control access to sensitive 
information and critical systems, crucial for mitigating fraudulent activities and 
maintaining compliance, while also improving the company’s overall security posture 
to meet both internal and external audit expectations.
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About the Client

The client, a leading retailer, serves 
millions of customers annually, with 
over 180 stores across Australia and 
a significant international presence in 
countries like New Zealand, Ireland, 
Singapore, and Malaysia. 

The company sells a wide array of 
consumer goods, from electronics to 
home furnishings in-store and online, 
achieving revenues exceeding $4 AU 
billion annually. 

The client is publicly traded on the 
Australian Stock Exchange (ASX).



The Solution

To address the client’s access risk 
management challenges, Turnkey 
implemented SailPoint’s Identity Security 
Cloud (ISC), integrating its IdentityNow 
module with Active Directory, SAP, and 
Microsoft Dynamics Business Central 
(BC). This setup automated user access 
reviews across these systems and enabled 
timely revocation of access, thereby 
enhancing the compliance posture. The 
implementation also included a Privileged 
Access Management (PAM) function, 
enabling workflow-based requests for 
access, approvals, and reviews of critical 
activities. 

Turnkey configured SailPoint to meet the 
client’s specific cybersecurity requirements, 
ensuring alignment with their security 
protocols and compliance needs. This 
approach addressed concerns about using 
an external tool by tailoring the platform 
to their existing infrastructure and risk 
management framework. One challenge 
was the lack of a default rule set for 
Microsoft Dynamics BC. To overcome this, 
Turnkey facilitated workshops to define 
the top 25 access risks which were applied 
to Dynamics permission sets, allowing 
for the creation of tailored risk policies 
within SailPoint. This measure enabled 
continuous monitoring of sensitive access 
and segregation of duties within Microsoft 
Dynamics.

During the project, Turnkey’s collaboration 
with the client’s IT management 
and internal audit teams led to the 
development of distinct certification 
processes based on role ownership. This 
involved segmenting certifications by 
function and location, covering Australia, 
New Zealand, Ireland, and Northern 
Ireland. Turnkey used its golden ruleset to 
define a custom access risk ruleset for the 
client’s SAP S/4 environment. Additionally, 
custom risk rules were developed to 
address the unique transactions and 
access risks associated with the client’s 
customized Franchisor Accounting 
function. Leveraging SailPoint ISC, Turnkey 
provided a robust and scalable solution 
that enhanced the client’s access risk 
management capabilities and ensured 
compliance with internal and external audit 
requirements. 
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Benefits

• Optimized Security Posture and 
Compliance Readiness: The SailPoint 
ISC implementation equipped the client 
with a proactive, scalable solution for 
managing access risks, remediating 
excessive permissions, and reducing risk-
sensitive access across its systems, thus 
improving compliance and operational 
efficiency business-wide.

• Streamlined Privileged Access 
Request Process and Governance: The 
implementation optimized the tracking 
of emergency access and automated 
on-demand requests, allowing the client  
to monitor and review actions that were 
previously managed manually. This 
improved governance, accountability, and 
overall business efficiency. 

• Improved Risk Ownership: On-demand 
assessment of access risks enabled 
the client to conduct biannual reviews 
and distribute findings to role and risk 
owners for verification, fueling continuous 
improvement and ongoing compliance.

• Improved Visibility and Access Risk 
Management: The ISC tooling and 
custom ruleset tailored to the client’s 
specific needs improved visibility and 
management of user access within SAP 
as well as Microsoft Dynamics, providing 
a comprehensive solution to oversee and 
control access across all applications.

The Results

The implementation of SailPoint’s Identity 
Security Cloud (ISC) has significantly 
transformed the client’s access 
management and compliance efforts.

The automation of user access reviews, 
along with customized risk rules, has 
enhanced the company’s ability to 
manage access risks across SAP, Microsoft 
Dynamics BC, and other critical systems. 
As a result, the client now enjoys improved 
governance, heightened security, and 
greater operational efficiency.

The newly defined certification processes 
have streamlined risk ownership, 
ensuring that access risks are effectively 
managed and monitored. Additionally, the 
company’s strengthened IT governance 
framework has allowed the client to 
meet external audit requirements with 
confidence, setting a solid foundation 
for future audit cycles and compliance 
obligations.

With Turnkey’s support, the client 
is now better equipped to mitigate 
security risks, protect sensitive data, and 
uphold regulatory standards across its 
international operations.

Working with Turnkey

For the past decade, Turnkey has played 
a crucial role in supporting the client’s 
global operations, advancing efforts 
to mature and strengthen IT controls 
and governance. The client’s Chief 
Internal Auditor (CIA) noted, “Turnkey is 
a professional company with extensive 
experience when it comes to GRC 
matters and SAP Security, bringing 
both tools (like SailPoint) and their 
knowledge to the table to deliver positive 
outcomes.”

The CIA stated, “We did not have the 
internal capability to mature our IT 
controls effectively, and Turnkey is 
now helping us leverage what we have 
achieved in Australia, New Zealand, and 
Ireland to build the same governance 
and control framework for our Asian-
based businesses.”


